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课程介绍 Seminar

• 课程代码：UCAS XGS001CD SPRING 2022 Seminar

• 课程名称：Thick Black Theory of Win the interview at the bottom for 
CS NPEE，计算机考研复试抄底厚⿊学

• As we all know, participating in the NPEE (National Post-graduate Entrance 
Examination) and getting a good score is only a ticket to the reexamine or interview. 
There are many cases in which high scorers are eliminated in the retest. It's not that 
they didn't work hard or are not excellent, but that they didn't find then use the right 
method. Hence, it is very important to carefully prepare for the interview.

• In this course, we will talk about how to prepare the retest, especially interview. We 
will explore how to make an effective introduction letter and brand yourself. In 
particular, we will discuss make an excellent résumé or CV (Curriculum Vitae). We 
will also discuss how computer scientists and engineers are using machine learning 
to design state-of-the-art hardware and software security platforms. In particular, we
will cover topics such as Artificial Intelligence, Computer System, Network, Open 
Source and Security. After completing the course, you should be able to appreciate 
the new trends of using thick black-driven techniques and skills in both interview 
and reexamine and should be prepared to start your own graduate career.



课程介绍（Cont.）

• 授课团队：

u Jing Li 李敬<lixeon.lij@gmail.com>，中科院信⼯所20级硕⼠研究⽣

u 助教TA：Zhilu Wang 汪芷璐 <wangzhilu20@mails.ucas.edu.cn>，中科院信⼯所20级直博⽣

• 课程网站：https://lixeon.com/courses/ucas-xgs001cd-spring2022.html

• 授课方式：线上，腾讯会议

• 授课安排：
Lecture 1 : Introduction

复试面试的重要性, 抄底厚黑学思维, 润色攻心

Lecture 2 : Résumé and Brand Yourself

如何优雅制作有效简历, 社交牛逼症, 套磁的艺术, 恰到好处的恭维, 打造自己的品牌

Lecture 3 : Basic of Artificial Intelligence Security

人工智能基础、对抗机器学习、最佳实践串讲

Lecture 4 : Basic of Cyber Security

计算机科学基础知识、网络空间安全基础、最佳实践串讲

• 课程评估：https://www.wjx.cn/vj/PWcQRxR.aspx

https://lixeon.com/courses/ucas-xgs001cd-spring2022.html
https://www.wjx.cn/vj/PWcQRxR.aspx
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Safety & Security
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信息安全三要素
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Microarchitecture Attack
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漏洞的核心概念
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二进制文件是编译Compile而来
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典型二进制格式ELF
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典型二进制格式ELF (Cont.)
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典型二进制格式PE
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ELF执行模型
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内存破坏类漏洞利用
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内存破坏类漏洞利用 (Cont.)
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内存破坏类漏洞利用 (Cont.)
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内存破坏类漏洞利用 (Cont.)
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洛克希德-马丁网络杀伤链
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MITRE在2013年推出了ATT&CK™ 模型，它的全称是 Adversarial Tactics, Techniques, 
and Common Knowledge (ATT&CK)，它是一个站在攻击者的视角来描述攻击中各阶段
用到的技术的模型。

MITRE’s Adversarial Tactics 战术, Techniques 技术, and Common Knowledge 
(ATT&CK) is a curated knowledge base and model for cyber adversary behavior, 
reflecting the various phases of an adversary’s attack lifecycle and the platforms they 
are known to target.
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网络空间安全基础最佳实践

1. CS自学指南 zhongyinmin@pku.edu.cn https://csdiy.wiki/

2. 给表弟的Web安全入门建议 https://sosly.me/index.php/2017/07/17/studywebsec/

3. Pikachu漏洞测试平台 https://github.com/zhuifengshaonianhanlu/pikachu

4. Web安全之机器学习入门 https://github.com/duoergun0729/1book

https://csdiy.wiki/
https://sosly.me/index.php/2017/07/17/studywebsec/
https://github.com/zhuifengshaonianhanlu/pikachu
https://github.com/duoergun0729/1book


感谢批评指正
THANKS
lixeon.lij@gmail.com

计算机科学基础：

n 编程思维、全栈思维、逻辑思维

n 实践能力、工程能力、动手能力

网络空间安全：

n 完整性、保密性、可用性、真实性

►系统安全、软件安全、网络安全、网络空间安全

攻防博弈、内置安全：

n 漏洞缺陷的本质原因

n 新设计、新思维、新方法
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