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Packet Boundary Flag:

Size: 2 Bits

Parameter

Value Description ACL-U AMP-U LE-U

00 First non-automati- Host to Allowed Not allowed | Allowed
cally-flushable packet | Controller
of Higher Layer Mes-
sage (start of a non- Controllerto | Not allowed | Not allowed | Not allowed
automatically-flush- Host (except
able L2CAP PDU) during loop-
from Host to Control- back)
ler. Shall not be used
on a BR/EDR Con-
troller from Controller
to Host.

01 Continuing fragment | Host to Allowed Not allowed | Allowed
of Higher Layer Mes- | Controller
sage

J Controllerto | Allowed Not allowed | Allowed
Host

10 First automatically Host to Allowed Not allowed | Not
flushable packet of Controller Allowed
Higher Layer Mes-
sage (start of an auto- Controllerto | Allowed Not allowed | Allowed
matically-flushable | Host
L2CAP PDU).

11 A complete L2CAP Host to Allowed Allowed Not
PDU. Automatically Controller Allowed
flushable.

Controllerto | Not Allowed | Allowed - Not
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packet->offset = HCI_ACL_PREAMBLE_SIZE;
uintlé_t projected_offset =
partial_packet->offset + (packet->1len - HCI_ACL_PREAMBLE_SIZE);

if (projected_offset >
partialipacket—>len) // len stores the expected length

LOG_WARN(LOG_TAG,
"%s got packet which would exceed expected length of %d. "
"Truncating.",

__func__, partial_packet->1en);

packet->len = partial_packet->1len - partial_packet->offset;
projected_offset = partial_packet->len;

¥

memcpy (partial_packet->data + partial_packet->offset,

packet->data + packet—>0ffset,|packet—>len - packet->offset); I

>0 FIREEX

k2

packet->data packet->offset packet->len

Bkl 741

/| projected_offset

!

partial_packet->data partial_packet->offset partial_packet->len

REMIEFE B Line 2214 M packet->len/\Fpacket -

<0 ZMXEE
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CVE-2020-0022/@ AR THCIE, RiA*N T REALThci/sre/packet_fragmenter.cc (IX8.1.0 r33:415) # Ay
reassemble_and_dispatch()eREH, ZRB2ATEEETFHNESA., W TEKNACLHEEFEERTENE
H, FEZIRBACLEFAIPB Flaghr St {TEAH, MRYFISRIGEDFEEATER, NWAER— D
B (partial_packet) B EImapE, FTRKEICHELEERTHITHR, PERZERMAAE L. FHED
reassemble_and_dispatch()BRZLa0 T -

120 static void reassemble and dispatch(UNUSED ATTR BT HDR* packet) {

121 if ((packet->event & MSG EVT MASK) == MSG HC TO STACK HCI ACL) {
122 uint8 t* stream = packet->data;

123 uintlé t handle;

124 uintl6é t l2cap length;

125 uintl6é t acl length;

126

127 STREAM TO UINT16(handle, stream);

128 STREAM TO UINT16(acl length, stream);

129 STREAM TO UINT16(l2cap length, stream);

130

131 CHECK(acl length == packet->len - HCI ACL PREAMBLE SIZE);
132

133 uint8 t boundary flag = GET_ BOUNDARY FLAG(handle);

134 handle = handle & HANDLE MASK;
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if (boundary flag == START PACKET BOUNDARY) {
auto map iter = partial packets.find(handle);
if (map iter != partial_ packets.end()) {
LOG_WARN (LOG_TAG,
"$s found unfinished packet for handle with start packet.
"Dropping old.",
__func_ );

L1

BT HDR* hdl = map iter->second;
partial packets.erase(map iter);
buffer allocator->free(hdl);

}

if (acl_length < L2CAP_HEADER_SIZE) {
LOG_WARN(LOG_TAG, "%s L2CAP packet too small (%d < %d). Dropping it.",
___func , packet->len, L2CAP_HEADER SIZE);
buffer allocator->free(packet);
return;

}

20-21%F BER GRS T

18



156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178

4/9/2021

uintlé t full length =
l2cap length + L2CAP HEADER SIZE + HCI ACL PREAMBLE SIZE;

// Check for buffer overflow and that the full packet size + BT HDR size
// is less than the max buffer size
if (check uintl6_overflow(l2cap length,
(L2CAP_HEADER_SIZE + HCI ACL PREAMBLE SIZE)) ||
((full length + sizeof (BT HDR)) > BT DEFAULT BUFFER SIZE)) {
LOG_ERROR(LOG_TAG, "%s Dropping L2CAP packet with invalid length (%d).",
__func__ , l2cap_length);
buffer allocator->free(packet);
return;

}

if (full length <= packet->len) {
if (full length < packet->len)
LOG_WARN(LOG_TAG,
"%s found l2cap full length %d less than the hci length %d.",
__func , l2cap_length, packet->len);

callbacks->reassembled(packet);
return;
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UCECESY

BT HDR* partial packet =
(BT _HDR*)buffer allocator->alloc(full length + sizeof (BT HDR));
partial packet->event = packet->event;
partial packet->len = full length;
partial packet->offset = packet->len;

memcpy (partial packet->data, packet->data, packet->len);

// Update the ACL data size to indicate the full expected length
stream = partial packet->data;

STREAM SKIP UINT1l6(stream); // skip the handle
UINT16 TO STREAM(stream, full length - HCI ACL PREAMBLE SIZE);
partial packets[handle] = partial packet;

// Free the old packet buffer, since we don't need it anymore
buffer allocator->free(packet);

} else {
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197 } else {

198 auto map iter = partial packets.find(handle);

199 if (map iter == partial packets.end()) {

200 LOG_WARN (LOG_TAG,

201 "%$s got continuation for unknown packet. Dropping it.",
202 __func_ );

203 buffer allocator->free(packet);

204 return;

205 }

206 BT HDR* partial packet = map iter->second;

207

208 packet->offset = HCI ACL PREAMBLE SIZE;

209 uintl6é t projected offset =

210 partial packet->offset + (packet->len - HCI_ACL_PREAMBLﬁ;SIZE};
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%%LTJ{E% ~(hole here)

211 if (projected_offset >

212 partial packet->len) { // len stores the expected length

213 LOG_WARN (LOG_TAG,

214 "$s got packet which would exceed expected length of %d. "
215 "Truncating.",

216 __func , partial packet->len);

217 packet->len = partial packet->len - partial packet->offset;

218 projected offset = partial packet->len;

219 }

220

221 memcpy(partial packet->data + partial packet->offset,

222 packet->data + packet->offset, packet->len - packet->)rifsetj;
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yc@ubuntu:~/cve-2020-0022% hcitool scan

Scanning ...
E4:46:DA:69:52:CB

84:98:66:DA:E8:AE
20:F4:78:01:51:EA

yc@ubuntu:~/cve-2020-0022
Creating HCI socket...

Creating l12cap socket...
crash 256

*6
Galaxy Tab A (2016) with S Pen
Redmi K20 Pro Premium Edition

sudo ./poc 84:98:66:DA:E8:AE

Creating an HCI BLE connection...

Prepare to send packet
sent first packet

Closing HCI socket...

Closing l2cap sockebi=.
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@@ -221,7 +221,8 @@
"%s got packet which would exceed expected length of %d. "

"Truncating.",
__func__, partial_packet->T1en);
- packet->1en = partial_packet->len - partial_packet->offset;

+ packet->len =
+ (partial_packet->len - partial_packet->offset) + packet->offset;
projected offset = partial_packet->len;
}

T AL A K packet->lenfil £ 7 —Apacket->offset, BT EMEIKE M packet->offsetHI#E k.,
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