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} (1) REIBEIBENIE (2) DEEIESREIEAFR

- Small Data - Fragmented Data
Transfer Learning from source task/domains to Federated learning involving many parties
target tasks/domains collaboratively build models

~

Often, these two problems occur together
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TARASEIEEN: EXEEAY GDPR

- (IBEPIEURIRIPSMHIY (General Data Protection 2018FF5H28HRIE:
I‘EWGDPR) 79|ZAE§:_FZO1 8&5% Pl E Hj FBCEbOOk*ﬂ@%%%EﬁﬂEEﬁGDPRiﬁi-F%_Hhm%o

Regulation,

SRIZFA.

« MEAEAISIE&RENIA20005E5T (£951.5127T
ARM) SBFBEEKEWERI4%, LISE N,

» MU EEWRSELRZEFIRBSBEMCREFIER
MWYICR, EAABEREREM. MLAERANES, B
TUIKAIRSRABUERSR N B P AL SR EE R (E AV A .

« BISXHIET BFH "#IETA"  (right to be
forgotten) , BDEEF M ARILAERSELSRIERKTE
CHIBURICR.
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GDPRF, ITEG 43171

1. France's National Data Protection Commission
(CNIL) found that Google provided information to users
in a non-transparent way.

“The relevant information is accessible after
several steps only, implying sometimes up to 5 or

6 actions”
- CNIL said.

2. The users' consent, CNIL claims, "is not sufficiently
informed,” and it's "neither 'specific' nor 'unambiguous".’

To date, this is the largest fine issued against a company
since GDPR came into effect last year.
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} BX#8%> (Federated Learning)

i

1. EHEIRFAR

2. 1EBISHIF:
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B—RBFFHFI A EFDE (REEIEEE)

N ESI I L
U1 9 80 600

U2 4 50 550

U3 2 35 520

u4 10 100 600
L N N
U5 9 80 600

U6 4 50 550

U7 2 35 520

us 10 100 600
© [ e e
U9 9 80 600

u10 4 50 550
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HAFBF XA —INE /(R

« Step 1: EZERNMEER: Wi

» Step 2: TEAHEIIERIWIINZS
« [[Wi]]

« Step 3: & AHINZAVREL[[WI]]

- Step 4: FEIREZSIHES HEAIINZHIREL :

W=F({[[Wi]], 1=1,}) 2, ...

+ Step 5: MEWEIZ MR

- Step 6: EZEAM, FIE W IIWiESH

WWeBank

[ IR AR S &L TIREIERHT?
- W=F({[[Wil], i=1}) ?

> (RIPBSFARYINE  ([BZSI0%, Homomorphic Encryption
HE

(HE))

13



} AItEREXFBFES (Federated Averaging)

H. Brendan McMahan et al, Communication-Efficient Learning of Deep Networks
from Decentralized Data, Google, 2017

- FRm, STAF, 117H0
- FTEAUESI4EERER

© ANHBIIZR
b viei =32 ]

Reza Shokri and Vitaly Shmatikov. 2015. Privacy-Preserving Deep
Learning. In Proceedings of the 22nd ACM SIGSAC Conference on

7 Computer and Communications Security (CCS* 15). ACM, New York,
NY, USA, 1310-1321.
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Secureboost in VFL

Kewei Cheng, Tao Fan, Yilun Jin, Yang Liu, Tianjian Chen, Qiang Yang,
SecureBoost: A Lossless Federated Learning Framework, IEEE Intelligent
Systems 2020

WWeBank

GBDT in HFL

Qinbin Li, Zeyi Wen, Bingsheng He, Practical Federated Gradient

Boosting Decision Trees, AAAI, 2019
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HAFBF ST BN EI TR

1. MEEBILS5ER T, ARRElFES
5EIBRFRIYIGRPR?

2. BEE[n)E:

T RS 5 SR EIRER IS 5 BOAL R T
9 2 Rz
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. FHEX

val BYSE=

. 1BPRUNER

val BYSE=

SVl EiAb S
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53 EC

S AN
. I E(Labour Union)
. Shapley# i

ATESE

Federated Learning Incentivizer

Yu, H., Liu, Z, Liu, Y., Chen, T., Cong, M., Weng, X., Niyato, D. & Yang, Q. A sustainable incentive
scheme for federated learning. IEEE Intelligent Systems, vol. 35, no. 4, pp. 58—-69, 2020.
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} FedGame: EFZ AFEHIEAFZSMEMNGIARIES

HEX A -

1. BEN D ECH SR E

WWeBank

2. BT BOEREERFT
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IR

» @ »

4. RGIRIEIRINGG
RHEZ T EFRRY
REIMHNER, LU
i S Wam. ™
EXFRARHE B & BYE
AlHIA = BRI
a6

=

K. L. Ng, Z. Chen, Z. Liu, H. Yu, Y. Liu
& Q. Yang, "A Multi-player
Game for Studying Federated
Learning Incentive Schemes,"
IJCAI, 2020.

=

5. BT

—ElS
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}FedGame

InSREFEIAFS
Eiﬁﬁﬁ%%

Ng, Z. Chen, Z.
Liu, H. Yu, Y.
Liu & Q. Yang,
"A Multi-
player Game
for Studying
Federated
Learning
Incentive
Schemes,"
[JCA/, 2020.
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} NREAFPIER: RAR

Example: movie
recommendation with data from
two different groups of users

Party A Party B

Solution to Case 2: Item profiles are securely aggregated by server, user profiles are locally updated by parties.

WWeBank

22



}*ﬁrﬂ "BRFRIEE" SR

Example: movie
recommendation
with data from
individual users

Party A Party B

Party C
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FinTech, Insure-tech, loT, Health Care, Education, Edge
Computing
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Example: movie and
book recommendation

with data from two — gyt
different data sources Eﬂlﬁ],*:ﬁ
Party A Party B
LoEE TR '
BREEE. lRE KRR (7S FONZ&: HEFE 2 45
— TEEMAYEL
- B AR
EEEIE
Pn% IDILAD
— nT [ 28 faE att [ 220 mT
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1 RiB
BES BTN S el BES BTN
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Sensor & edge computing

Fog computing

Cloud computing

Client
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BRETER-MAKELEE
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SIS SCAEFL-IJCAI20 5=

Privacy-Preserving Technology to Help Millions of People:
Federated Prediction Model for Stroke Prevention

Ce Ju’*, Ruihui Zhao?**, Jichao Sun?*, Xiguang Weil*,
Bo Zhao?, Yang Liu', Hongshan Li?, Tianjian Chen',
Xinwei Zhang?, Dashan Gao®>%, Ben Tan!, Han Yu” and Yuan Jin®

arXiv: https://arxiv.org/abs/2006.10517
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I3RIEARIEEE EMBC 202003

[Submitted on 26 Apr 2020 (v1), last revised 29 Jul 2020 (this version, v2)]
Federated Transfer Learning for EEG Signal Classification

Ce Ju, Dashan Gao, Ravikiran Mane, Ben Tan, Yang Liu, Cuntai Guan

The success of deep learning (DL) methods in the Brain-Computer Interfaces (BCI) field for classification of
electroencephalographic (EEG) recordings has been restricted by the lack of large datasets. Privacy concems
associated with EEG signals limit the possibility of constructing a large EEG-BCI dataset by the
conglomeration of multiple small ones for jointly training machine learning models. Hence, in this paper, we
propose a novel privacy-preserving DL architecture named federated transfer learning (FTL) for EEG

arXiv: https://arxiv.org/abs/2004.12321
GitHub: https://github.com/DashanGao/Federated-Transfer-Learning-for-EEG
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} Federated Health Code: Defending COVID 19 with privacy
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} BXFAFIMIBFINGS: BKBIBEFES

Source domain Target domain
data data

S

sV
-

vV RAEIER . KBEDHFEIE

Latent
factors
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Towards Secure and Efficient FTL

Source Domain Party A

tied layers

Target Domain Party B

Step 1

Party A and B send public keys to each other

Step 2

Parties compute, encrypt and exchange
intermediate results

Step 3

Parties compute encrypted gradients, add masks
and send to each other

Step 4

Parties decrypt gradients and exchange, unmask
and update model locally

L= Lsource * La’/’stance
adaptation layers

source input

4

' . . — source classifier

448

target input

WWeBank

R o _ Domain distance
minimization
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BRFAILE : PhiEIE

¢ EHAEN BT R T E )

WWeBank

T ERERF
BSI0% (HE) [1]. Zh%EitE #5K BRI

ZHELITE
(MPC) [2]

. EPEFARIR, TATHEASTIMEE (Bit
BRETFTHEA ‘
£4505FA (DP) [3]
CHESERFREN, R eRARIPE
c BRI SR AT AR '

[1] Le Trieu Pong, Yoshinori Aono, Takuya Hayashi, Lihua Wang, Shino Moriai. Privacy-Preserving Deep Learning
via Additively Homomorphic Encryption. In I[EEE Trans. On Information Forensics and Security, 2018.

[2] Payman Mohassel, Yupeng Zhang. SecureML: A System for Scalable Privacy-Preserving Machine Learning.
In IEEE S&P, 2017.

[3] Martin Abadi, Andy Chu, lan Goodfellow et al. Deep Learning with Differential Privacy, In ACM CCS 2016.
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Ligeng Zhu, Zhijian Liu, Song Han. Deep Leakage from Gradients. In NeurlIPS, 2019.
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L. Fan, K. W. Ng, C. Ju et al. Rethinking Privacy Preserving Deep Learning: How to Evaluate and Thwart Privacy Attacks.
https://arxiv.org/abs/2006.11601
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Vertical Federated Learning

Image From a real A Secure Face Database

person or his photo? @ | Query(userlD) S
2?3?>k NetA (< ® — NetB /@

/ \ T\\\\
O @ \ N ,

| \ VFL Framework

Banking Authentication:

1. Upload front camera photo: to judge whether an image is taken from a real person or his photo.
2. Bank A can cooperative with a a Secure Face Database with VFL;

What can AutoFL (Vertical) do:

To determine the learning architecture automatically and locally in a communication-efficient manner with data protection;

WWeBank



AutoFL with DARTS

--adding Gagi'jn Noise
[Ug]

. — — — —
. — —

I
I
I
I
I
Protected by Differential Privacy |
I
I
I
I
I

— "
-
—_— "
. —

1. Agent A update architecture and
weights based on;

Ug

WWeBank

Netg

2. Agent B update architecture and
weights based on gradients of;

Up
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Experiment Results: Accuracy vs DP Noise

Dataset: ModelNet40

VFL settings:
® two VFL participants
® cach holding a single
view of one 3D object

Change of Test Accuracy on AutoFL Final Test Accuracy Comparison on
with different DP noise level AutoFL with different DP noise level

Conclusions:

1. AutoFL can achieve reasonable performance within acceptable time;

2. Trade-off exists between AutoFL performance and privacy;
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HARFFIEES (FATE) https://FedAl.org
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{Guide for Architectural Framework and Application of
Federated Machine Learning)
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{Guide for an Architectural Framework for Explainable
Artificial )
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Federated Machine Learning
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(Alliance of Federated Learning Industrial Ecosystem Development )
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Dataset

« Web: https://dataset.fedai.org/
« Github: https://github.com/FederatedAl/FATE

« Arxiv: Real-World Image Datasets for Federated Learning
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